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Purpose and status
This policy sets the minimum requirements for using and protecting the Council’s devices, accounts, email, software, cloud services and information. Its purpose is to reduce the risk of fraud, data loss, service disruption and unauthorised access while allowing Council business to be carried out efficiently.
It applies to councillors, employees, volunteers, contractors and any other person given access to Council systems or information. It applies whether Council business is carried out on a Council-owned device or a personal device. It should be read with the Council’s data protection, records retention, freedom of information and disciplinary or member conduct arrangements.
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Responsibilities
The Council is the data controller and remains accountable for the security of personal data and official records. The Council approves this policy and provides proportionate resources for its implementation.
The Parish Clerk has day-to-day responsibility for information security. This includes maintaining an inventory of important devices, services and administrative accounts; arranging access and removal of access; coordinating suppliers, backups and incident response; and bringing material risks to the Council.
Every user must:
use Council information and systems only for authorised purposes and follow this policy;
protect devices, accounts and information in their care;
complete required training and act cautiously when handling links, attachments, payments and personal data;
report mistakes, suspicious activity, loss and security incidents immediately; and
return Council equipment and information and cease access when their role ends.
An IT or cloud supplier may provide technical support, but must act under an appropriate contract and only within authorised access. Responsibility for Council decisions cannot be transferred to a supplier.
Approved systems and acceptable use
Council business should be conducted through approved accounts, applications and storage locations. New software, online services, browser extensions, storage media or integrations must not be introduced without the Clerk’s approval and any necessary data protection or security assessment.
Council resources are primarily for Council business. Limited and reasonable personal use may be permitted where it does not interfere with Council work, incur significant cost, create a security or legal risk, or breach another policy. Users must not use Council resources to:
access, create or distribute unlawful, discriminatory, abusive or offensive material;
infringe copyright, licence terms or intellectual property rights;
conduct private commercial activity, political campaigning unrelated to Council duties or unauthorised fundraising;
bypass security controls, conceal activity or attempt unauthorised access; or
connect unapproved equipment or install unapproved software.
Accounts and access
Each user must use an individual account wherever the service permits. Shared passwords and shared logins should be avoided; delegated mailbox or service access must be used instead. Access will be limited to what the user needs for their role and reviewed periodically. Administrative accounts must not be used for routine email or web browsing.
Multi-factor authentication or a passkey must be enabled for email, cloud storage, banking, social media, website administration and other important accounts wherever the service supports it. Passwords must be unique, sufficiently long and stored in an approved password manager or other secure arrangement. They must never be sent in ordinary email or kept in an unprotected document.
Passwords do not need routine expiry. They must be changed promptly if compromise is known or suspected, after inappropriate disclosure, or when access to a shared credential changes. Recovery codes, emergency access and administrative credentials must be held securely so that the Council can maintain continuity without requiring the Clerk to know each user’s personal password.
Access must be removed or changed promptly when a person leaves, changes role or no longer needs it. The Clerk will also ensure that ownership of Council email, documents, website, domain, social media and other critical services can be recovered by the Council.
Devices software and updates
Devices used for Council business must be supported by the manufacturer, set to install security updates promptly and protected by a screen lock using a strong passcode, password or biometric control. Device encryption, anti-malware and a firewall must be enabled where available and appropriate. Devices must be locked when unattended and stored securely when not in use.
Users must not disable security settings, use unsupported software or install applications from unofficial sources. Removable media should be avoided; where it is necessary, it must be approved, encrypted where appropriate and scanned before use. Lost, stolen, damaged or unusually behaving devices must be reported immediately.
Before disposal, reuse or return, Council information must be securely removed and accounts disconnected. Disposal must use an approved method that protects confidential and personal data. The Clerk will keep a proportionate record of Council-owned devices and their disposal.
Personal devices and remote working
A personal device may be used for Council business only if it can meet this policy. It must receive current security updates, use a screen lock and encryption where available, and not be shared with another person while Council accounts or information are accessible. Council data should be kept within approved applications and storage rather than downloaded to the device.
Users must take reasonable steps to prevent family members or other people seeing Council information, including during calls and meetings. Confidential work should not be carried out where it can be overheard or overlooked. Public or shared computers must not be used. On untrusted public Wi-Fi, users should use a trusted mobile connection or an approved virtual private network where one is provided.
If a personal device is lost, compromised, replaced or no longer used for Council work, the user must report this promptly and remove Council accounts and locally stored information. The Council may require Council data or account access to be removed without affecting unrelated personal content.
Email messaging and scams
Council-provided email accounts must be used for Council business wherever available. Automatic forwarding to a personal account is not permitted. Personal messaging applications must not be used for confidential or personal data unless the Council has approved the service and the purpose.
Before sending, users must check the recipients, attachments and sensitivity of the information. Blind copy should be used where a group of recipients should not see each other’s addresses. Sensitive information should be shared through an approved secure link or encrypted method where the risk requires it, with any password sent separately.
Unexpected links, attachments, login prompts, payment requests and changes to bank details must be treated cautiously. A request involving money, credentials or sensitive data must be verified through a trusted and independent contact method. Suspected phishing should be reported; the user must not reply, forward it casually or continue interacting with the sender.
Data storage sharing and retention
Council information must be stored in approved Council locations so that it can be protected, backed up, found and retained. Personal cloud storage, personal email, unapproved file-sharing services and unencrypted removable media must not be used as the primary or permanent record. Access must be limited to those who need it.
Users must collect, copy and share only the information needed for the task. Personal or confidential data must not be disclosed without authority, and identity and recipient details must be checked before release. Encryption or another secure transfer method must be used where appropriate to the sensitivity and risk.
Emails and messages that record Council decisions, instructions, commitments or significant business must be filed in the relevant Council record system. Records must be retained and securely deleted in accordance with the Council’s retention schedule, legal holds and freedom of information or data protection obligations. Routine deletion from an inbox does not override those requirements.
Backups and service continuity
Important Council information must be backed up automatically or at an agreed frequency. At least one recoverable copy should be protected from alteration or deletion through the main user account. Backup arrangements must cover key cloud data where the provider’s normal service does not provide suitable recovery or version history.
The Clerk will arrange periodic checks that backups and account recovery work, and will keep secure details of critical services, suppliers, renewal dates and recovery contacts. Continuity arrangements must avoid dependence on one individual, one device or one inaccessible account.
Cloud services suppliers and artificial intelligence
Before an important cloud or online service is approved, the Council must consider security, multi-factor authentication, access controls, data location, backup and recovery, retention, export and secure deletion. Where a supplier processes personal data for the Council, the contract must contain the required data protection terms and provide sufficient assurance about security.
Confidential, personal, commercially sensitive or legally privileged information must not be entered into a public artificial intelligence service unless the Council has approved the service and the specific use following a data protection and security assessment. Users remain responsible for checking accuracy, bias, copyright, confidentiality and the appropriateness of any AI-assisted output before it is used for Council business.
Monitoring privacy and access to records
The Council may access, audit or monitor Council accounts and systems where this is necessary and proportionate for security, service continuity, legal compliance, responding to information rights requests or investigating suspected misuse. Any monitoring must have a lawful basis, be limited to the stated purpose and be carried out transparently except where the law permits otherwise.
Users should not expect personal privacy in Council accounts, although occasional permitted personal use will be treated proportionately. The Council will not routinely examine content without a justified reason. Access to another person’s account must be authorised and recorded where practicable.
Council business remains subject to records retention, freedom of information, environmental information and data protection requirements even if it is conducted on a personal device or account. Users must search for and provide relevant records when lawfully requested and must not delete or conceal them.
Security incidents and data breaches
A user must immediately report any actual or suspected incident to the Parish Clerk, or to the Chair if the incident involves the Clerk or the Clerk is unavailable. Examples include a lost device, misdirected email, unexpected multi-factor prompt, disclosed password, phishing click, malware, unauthorised access, missing information or accidental deletion.
The user should record what happened and follow instructions to contain the incident. If safe to do so, a device showing active malicious activity should be disconnected from the network but not wiped, reset or investigated by the user. Prompt and honest reporting will be supported; delay can increase harm and may prevent the Council meeting legal deadlines.
The Council will contain and investigate the incident, preserve relevant evidence, restore services and record decisions. Every suspected personal data breach will be assessed. Where a breach is likely to risk people’s rights and freedoms, the Council must notify the Information Commissioner’s Office as soon as possible and, where feasible, within 72 hours of becoming aware. People affected must also be informed without undue delay where the risk is high. The Council will consider reporting malicious incidents to the NCSC, Report Fraud, the police, its insurer and other relevant bodies.
Training non compliance and review
Users will receive proportionate information security training when access is granted and refresher training at least annually. Training will cover scams and payment fraud, account protection, personal data breaches and the safe use of devices and cloud services. Additional guidance will be provided when material threats or systems change.
Access may be restricted or suspended where necessary to protect the Council. A breach by an employee may be considered under the disciplinary procedure; a councillor’s conduct may be considered under the Members’ Code of Conduct; and a volunteer’s or contractor’s access or engagement may be ended. Any response will take account of the seriousness, intent, harm and whether the incident was reported promptly.
The Parish Clerk is the first contact for IT and security enquiries, using the current contact details published by the Council. The Council will review this policy annually and after a significant incident, audit finding or material change in law, systems or official guidance. Agreed improvements will be recorded and followed through.
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